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1. Key Findings Summary

Md Shofiur Rahman performed manual and automated security tests to identify risks and provide solutions
for the client. These findings represent a comprehensive assessment of the client’s overall security posture

for web application-related information.
OWASP Top 10 and Top 25 Programming Errors Mapping

Several security areas were reviewed during the assessment process. These areas are a focal point of the
application assessment methodology. Discovered vulnerabilities are mapped to OWASP (Open Web

Application Security Project) top 10 vulnerabilities and top 25 most dangerous programming errors.

The first column in Table 4 represents top 10 web application vulnerabilities as defined by the OWASP
community. The top 10 vulnerabilities address the most critical security flaws present in web applications

and provide a most effective method to secure them.

The second column highlights the Top 25 most dangerous programming errors (developed by SANS,
MITRE’s Common Weakness Enumeration (CWE) and other renowned security experts around the globe)
that could lead to serious software vulnerabilities. The list represents the most common mistakes that could

lead to fatal security flaws in the software and ways to mitigate them.

The list can also be used as a benchmark against which security standards of the application can be
measured. The evaluation rating is one of three levels. Each level and its definition are listed below to help

understand the ratings with respect to your application environment.

OWASP Top 10 Web . .
S. No Top 25 Programming Errors Evaluation

Application Vulnerabilities

1. Al Injection CWE-78: Improper Insufficient.
Neutralization of Special Attacker may attack the

Elements used in an OS : U
following web applications:

Command ('OS Command
Injection’)

http://example.com/

http://example.com/

CWE-89: Improper




S. No

OWASP Top 10 Web

Application Vulnerabilities

Top 25 Programming Errors

Evaluation

Neutralization of Special [sites/
Elements used in an SQL
Command ('SQL Injection’)

2. A2 Broken Authentication CWE-306: Missing Insufficient.
Authentication for Critical
Function Attacker may attack the
CWE-307: Improper following web applications:
Restriction of Excessive http://example.com/
Authentication Attempts L —
CWE-798: Use of Hard-coded http://example.com/sites/
Credentials

3. A3 Sensitive Data Exposure CWE-311: Missing Encryption | Insufficient.
of Sensitive Data Attacker may attack the
CWE-327: Use of a Broken or | following web applications:
Risky Cryptographic Algorithm | http://example.com/
CWE-759: Use of a One-Way http://example.com
Hash without a Salt [sites/

4. A4 XML External Entities No Sans Top 25 mapped to Meets.

(XXE) this OWASP. No A4 XML External Entities
(XXE) Vulnerabilities Detected.

5. A5 Broken Access Control CWE-732: Incorrect Meets.
Permission Assignment for
Critical Resource No A5 Broken Access Control
CWE-862: Missing Vulnerabilities Detected.
Authorization
CWE-863: Incorrect
Authorization

6. A6 Security Misconfiguration | No Sans Top 25 mapped to Insufficient.
this OWASP.

Attacker may attack the

following web applications:




OWASP Top 10 Web

Application Vulnerabilities

Top 25 Programming Errors

Evaluation

http://example.com/

http://example.com

[sites/
7. A7 Cross Site Scripting CWE-79: Improper Insufficient.
Neutralization of Input During Attacker may attack the
Web Page Generation . . .
following web applications:
((Cross-site Scripting’) http:/example.com/
http://example.com
[sites/
8. A8 Insecure Deserialization CWE-22: Improper Limitation | Meets.
of a Pathname to a Restricted No A8 Insecure Deserialization
Directory (‘Path Traversal’) Vulnerabilities Detected.
9. A9 Using Components with No Sans Top 25 mapped to Insufficient.

Known Vulnerabilities this OWASP. Attacker may attack the
following web applications:
http://example.com/
http://example.com
[sites/

10. A10 Insufficient Logging & No Sans Top 25 mapped to NA

Monitoring this OWASP.

Table 4: OWASP top 10




The table below provides severity wise breakup of the vulnerabilities identified during vulnerability

assessment.

Vulnerability Aplication-wide

Low Unique Vulnerability Count 2
Application wide total Application wide total
vulnerabilities count by type wise vulnerabilities percentage by type

wise
8
5 18.2%
4
2%

63.6

High Medium Low

Figure 4: Unique vulnerabilities.




1.1 Vulnerability to Severity Mapping

The table below provides the mapping of the each identified vulnerability with respect to their severity and

the number of instances occurred after first, second, third, and fourth rounds of assessment.

Vulnerability Severity

SQL Injection

2. Cross site scripting 150
3. Broken Authentication & Session Management 1
4, Sensitive data exposure 5
5. Cross site Request Forgery 160
6. Security Misconfiguration 3
1. Malicious File Upload 8
8. External Service Interaction (DNS/HTTP) Medium 2
9. Known Vulnerabilities Medium 4
10. Banner Disclosure Low 1
1. Clickjacking Low 1
12. Password Autocomplete Low 1

Total Count of Vulnerabilities 376

* Apply best practices throughout the application
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Figure 5: Total Vulnerabilities




2. Detailed Assessment Findings and Recommendations

This section provides below details of identified vulnerabilities during the assessment

Description

Impact
Risk Rating

o O O O O O

Assessment Type
Affected Application

Recommendations

2.1 Assessment Findings

Below are the vulnerabilities identified during the assessment and are listed according to the risk

associated with them.

4.1.1 SQL Injection

Description

A SQL injection attack exploits vulnerability in input validation to run arbitrary
commands in the database. It can occur when the application uses input to construct
dynamic SQL statements to access the database. It can also occur if the code uses
stored procedures that are passed strings that contain raw user input. Using the SQL
injection attack, an attacker can execute arbitrary commands in your database, with all
the privileges granted to the process being attacked. The issue is magnified if the
application uses an over-privileged account to connect to the database. In this instance
it is possible to use the database server to run operating system commands and
potentially compromise other servers, in addition to being able to retrieve, manipulate,
and destroy data.

Note: Some other pages that are generating the response based on the user input
provided to SQL queries of the application are vulnerable to SQL injection. Implement

all the SQL queries of the application with the Parameterized Class APIs.

Assessment Type

Web Application Security

Affected applications

http://example.com/

http://example.com/sites/

Impact

By exploiting SQL injection vulnerability an attacker can take control over the database.




Recommendations Constrain input. Use vigorous white-list style checking and type checking on any user
input that may be used in an SQL command. Rather than escape meta-characters, it is
safest to avoid adding them to your white-list. Later use of data that has been entered
in the database may neglect to escape meta-characters before use.

Use Parameterized SQL statements and stored procedures. Parameterized SQL
statements will process characters that have special meaning to SQL (like single
quote) without negative security implications.

Use escaping routines. If you cannot use parameters and must use dynamic SQL,
use escaping routines to handle special characters that have meaning to the database.
Do not echo database errors. Catch exceptions on the server and return generic
error messages to the client.

Proof of Concept

Requd Rosponse
[ Raw [ Pacann | Henders 1,”"7‘ J Raw | Hroders ] :7\
GET request 10 /ge1_designatons. pnp BITP/L.L 200 O

Dacs: Thu

Typs Name | vaiue [ add Ap

uRL dept 8 |24 H-Povered-By: PHP/5.€.40

Cookle PHPSESSD 14355346030 730 3¢ 126942958300 | Remove Vary: Accept-Enceding,Uses-Agent
Cookie 08 GA1.2 560279558,1551351682 = S K=PRAME-0DYICNS . SAMKORIGIY
Cooke = GA1 2 779503841,1551351882 | up Content-Length: 718

Cookie time zone Asia/Kokata

charcet=UTF-8
Errormesxage  You have an error in your SOL synlax. chech the manual Chat
corresponds to your Maxiall server version for the right syntax to wse near '' ORDER BY

dowg_dewc' at lime 1
0 Select Besigmation

Figure Al: The dept_id parameter in get_designations.php with single quote returns SQL error.

11 ] fetching banner
web application technology: Apache, PHP 5.6.48
back-end DBMS: MySQL »>= 5.8.12
banner: '16.6.38-MariaDB’

Figure A2: The application uses MySQL DBMS as database software.

sche, PHP 5.6.40
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Figure A3: The available databases list in the DBMS.




Database: municipa csm
[142 tables]

add_content
add_content_dumm
add_content_image
add_content | ia_coverage
add _content test
add_edition

|

l

|

|

|

|

l

|

|

| add status mst
| admin_service table
| app_downloads
| app type mst
| aryavysya servey
| boduppal data
| boduppal data2
| boduppal latlangs
| boduppalcomplaints December
| boduppalcom m

| brs_application

| category3 mst

| category mst

| circle mst

| circle ward map

| comm mobilenum

| ab

| p_cutofdays map

| complaint ulbmap

| plaints cat count

| complaints map_info

| contact tab

| council mst

| council mst3

| council type mst

| c¢s_doc_map

|

|

|

|

|

|

csc_mst
dashboard count
deleted records
dept imp mst
dept_mst

Figure A4: Availabale databases in municipa_csms database.

Note: Similarly, the following URLS and parameters are vulnerable to SQL Injection.

1. The Post request parameter dept_id in the URL http://example.com/get designations.php is

vulnerable to SQL Injection.

2. The Postrequest parameter app_type_id, ref_no, applicant_name, mobile, ward_id, dept_id and

10




cat3_id in the URL http://fexample.com/manage comp.php is vulnerable to SQL Injection.

http://example.om/add-tanker.php is vulnerable to SQL Injection.

The Post request parameter taker_number, name, mobile and address in the URL _

3.
4,

SQL Injection.
5.

SQL Injection.
6.

http://example.com/app_downloads.php is vulnerable to SQL Injection.

The Post request parameter rdmaid in the URL http://example.com/ajax_getdists2.php is vulnerable to

The Post request parameter distid in the URL http://example.com/ajax_getulbs2.php is vulnerable to

The Post request parameter regionid, distid and ulbid in the URL_

4.1.2 Cross Site Scripting

Description

Cross Site Scripting (XSS) attack can cause arbitrary code (java script) to run
in a user’s browser while the browser is connected to a trusted web site. The
application targets your application’s users and not the application itself, but it
uses your application as the vehicle for the attack.

Assessment Type

Web Application Security

Affected application

http://example.com/

http://example.com/sites/

Impact

An attacker can inject the malicious code into the vulnerable variable and

exploit an application through cross site scripting (XSS) Vulnerability.

Risk Rating

Recommendations

Perform context sensitive encoding of entrusted input before it is echoed back
to a browser by using encoding library throughout the application. Implement
input validation for special characters on all the variables that are reflecting to

the browser and storing in the database.

Proof of Concept

Issue 1: Reflected Cross Site Scripting
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Figure B1: The app_type_id parameter with JavaScript payload in cdma_ulbwise_report page returns the

payload in output HTML.

! municipalservices.in

municipalservices.in

Figure B2: The JavaScript payload executes in the context of current user browser.
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Issue 2: Stored Cross site scripting

FOST reguest to fsteslacmnindeas “div class~‘col-nd-3 bot™>
<41V Class= " Styles'LeRt-align:Isspter; >
Tyoe | Name | vaise [
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Coolie csif_cooke_name b5 cdadbBi18d4SbaB2AL4a3TddT Remove targec='_blanl'stestor</as«/div> 4/diys
Cockie ci_seasion 1e0mick48In0p05017ieT colcpedp <div class="towt-block® omclick=‘dalote rec|di)'>
Boay carf_test name ST coadbbf16d4SbaB2as4837dd? | tp <L Slagg=":3 fa-trashv></i>
ey viseonof] [etecrabnipessidecpe | <raive
Body save Updste | Down | /diwr

€41y class='col-md-2 bots
<8fy class="" Styla=’Cest-align: camrer;*s

«div class='nothwmnail' style-'mazgin: auto;'><a
hrof='tost<scrapthalart |U|</sccipts?
TArger=' BIAn: >LeRt{soriprialert (B)</SOripti</ase/qivs </divs
<@y class="rest-block' onelick='delete_rec|$3)"
«i class="fs fa-trash®r</i>
“/dav>

</ daw>

<dir class='col-nd-F bot ">
“div class="" style-'‘tCext-align:center;™>

<die clase=‘notiwmmail' style= ‘margin: aute:'><a

Nref='Cestsscriptralett | ‘pass’ ) </script>’

target='_blank' stralert( 'pass ') fscriptr<fer</divs e
“div class="z ~block" onclick=‘delete zec 431"

<L class="fa a-crash"re/i>

Figure B3: video information update request with JavaScript payload saves into database.

r X @ O municpalservices.in/sites/admin/videos O R w o

prss
] Prevent tnis page from creating adam onal mialags

=

Figure B4: The JavaScript payload gets executed in the current user browser context whenever the user visits
videos page.

Similarly, the following URLS and parameters are vulnerable to Cross Site Scripting.

1. The GET request parameter status and app_type_id in the URL_

http://example.com/cdma_ulbwise report.php is vulnerable to cross site scripting.
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4. The GET request parameter id in the URL http://example.comget complntform 04 02 2019.php is

2. The GET request parameter status and app_type_id in the URL_

http://examle.com/ulbwise reopened rep.php is vulnerable to cross site scripting.

3. The GET request parameter dept_id, emp_id, emp_id2 and emp_id3 in the URL_

http://example.com/ward_emp_complaint_map.php is vulnerable to cross site scripting.

vulnerable to cross site scripting.

5. The GET request parameter emp_name in the URL http://example.com/update _emp.php is

vulnerable to cross site scripting.

Note: Implement the best practices throughout the application.

4.1.3 Broken Authentication & Session Management

Description The application doesn’t change the session-id of the user before login and

after login.

Assessment Type o )
Web Application Security

http://example.com/

Affected application
http://example.com/sites/

Impact An attacker who knows the session-id of a user, can use it for compromising

the user account.

Risk Rating

Recommendations Please change the session-id of the user during login and logout process.

Proof of Concept
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Issue: Session Fixation

Accept-Language: en-US en;g=05
Accept-Encoding, gzp, deflale

Connzcton: close

Langth: 532 © Text © Hex  Lengh: 626
BOSY (SEEE_gin php HTTPA.1 GEl /83K _dashbaiid np H1TR/1 1
Host municpalservices. in Host: municpalservices. n
User-Agent: Mozile/S.0 (W/ndows NT 10.0; WinS4; xE4; rv:55.0) Ceckae/20100101 Fircfoa/55.0 User-Agent: Mozila/S.0 (Windoves NT 10.0; WinS4: »€4; nv:55.0) Cecko/20100101 Firefox/BE.0
Accapt: textfhim|ap ©,imaga/ p55q-0.8 Accept toxi/ntm, imag p24q-0.8

Accept-Language’ en-US eng=05
Accept-Encading. gzip, deflaic
Rafarer: httpimunicipalservice in/el
Cannecton: chse

Cookie: PHPSE Toel | ~ga=BA1 2.560279558,1551351662
_ga=GA1.2779305541.1551351662

Cooke:
Upgrade-nsecure-Requests: 1

T _Q8=GA1.Z 560279558.1551351682; _g0=GA1.2 7T9905541.155135168 Upgrada-nsecure-Requesis: 1

Figure C1: The PHPSESSID of the user is same before login and after login.

4.1.4 Sensitive Data Exposure

Description

The application is sending user credentials over an insecure channel. Sensitive
data exposure occurs when an application does not adequately protect sensitive
information. The data can vary and anything from passwords, session tokens,

credit card data to private health data and more can be exposed.

Assessment Type

Web Application Security

Affected application

http://example.com/

http://example.com/sites/

Impact

Risk Rating

Recommendations

Attacker can gather all the sensitive information and will launch further attacks.

As the application needs authentication and authorization to grant access to the
services, it is recommended to deploy it with trusted SSL certificate. The successful
authentication of user should not return the password hash and salt details of the

user.

Proof of Concept
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I Raw Iim_ J Headers ] Hex ]

POST request to Jupdate_profie.php

Type | Name | value

Cookie:  PHPSESSID | BCACDT6C2360a0530L2I0EE20633600E
Cookie cerf_cookie name 54af0886091a1325a319felcb2cb1fch
Cookie __atuve 6(5

Cookie _aa GA1.2.2040690662.1549016111
Cookis _gid GA1 2 740467183 1549016111
Cookie Ci_session 223K3je24Kkv1drtisemir7richozb22
Boay user_name Administrator

Boay change_pwd on

Bocy user_email csw@amai.com

Body user_mobile 9703587230

Bocy user_pwa2: CSwWi23

Boay save Update Profile

Figure D1: The application sends user credentials in insecure channel.

7756 28.975128 101.53.144.81  192.168.6.2 HTTP 356 HTTP/1.1 484 Not Found
7762 28.977824 101.53.144.81  192.168.6.2 HTTP 356 HTTP/1.1 484 Not Found
7766 28.985116 192.168.6.2 101.53.144.81 HTTP 886 POST /sites/admin/Login HTTP/1.1 (application/x-www-form-urlencoded)
7767 28.985123 101.53.144.81  192.168.6.2 MTTP 232 HTTP/1.1 404 Not Found
7769 28.991959 101.53.144.81  192.168.6.2 HTTP 356 HTTP/1.1 404 Not Found
7771 28.996120 101.53.144.81  192_168.6.2 HTTP 356 HTTP/1.1 484 Not Found

<

Frame 7766: 886 bytes on wire (7088 bits), 886 bytes captured (7088 bits) on interface &

' Ethernet II, Src: Fortinet fe:00:01 (00:89:0f:fe:00:01), Dst: Fortinet fe:09:77 (00:09:0f:fe:00:77)
Internet Protocol Version 4, Src: 192.168.6.2, Dst: 101.53.144.81

' Transmission Control Protocol, Src Port: 13860, Dst Port: 89, Seq: 1, Ack:

1, Len: 832

v HTML Form URL Encoded: application/x-www-form-urlencoded
» Form item: "csrf_test_name™ = “bd25@63cb678379b7f7f8f697935827F"
» Form item: "fake_username” = ""
» Form item: "fake_password” =
» Form item: "username" = "Adilabad"
¥ Form item: "password" = "Adilabad"
Key: password
Value: Adilabad
» Form item: "captcha" = "§22EyxSR"

©WiJ0 6d 65 3d 41 64 69 B6c 61 62 61 64 26 7@ 61 73 73 me=Ad] ss
@338 77 6f 72 64 3d 41 64 69 6¢ 61 62 61 g 26 63 61 word a
0342 7@ 74 63 68 61 3d 6a 32 32 45 79 78 53 S2 26 70  ptch P
61 73 73 77 &f 72 64 Sf 63 6f 6e 3d 57 35 6b  assword_ con=dWSk

69

64
S5a 57 5a 7@ .62 6d 56 6b 26 73 75 62 6d

74 3d  ZWZpbmVk &submit=
» 53 75 62 6d 69 74 Submit

Figure D2: Requests to the server at network level can allow attackers to see the clear text credentials.

4.1.5 Cross-Site Request Forgery

o Attacker creates forged HTTP requests and tricks a victim into submitting
Description o ) )
them via image tags, XSS, or numerous other techniques. If the user is

authenticated, the attack succeeds.

Assessment Type o )
Web Application Security
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Affected application

http://example.com/

http://example.com/sites/

Impact Attackers can cause victims to change any data the victim is allowed to
change or perform any function the victim is authorized to use.
Risk Rating
To fix this, implement anti CSRF token in all the sensitive forms of the
Recommendations application and validate it at server end. For more information, please go

through the following URL https://www.webtipblog.com/implementing-csrf-

protection-in-php/

¥ Employes Management
& App Masters

Council

=
B ENews
L

Media Coverage

Natifications

Contact Us

App Downloads

Proof of Concept

the image? dick here to refresh

Showing 1 to 1 of 1 entries

Figure E1: Update user details before performing CSRF.
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http://www.webtipblog.com/implementing-csrf-

CSRF HTML:

<html>
<! —-— C5RF Fol - generated by Burp Suite Professional -->
<l ody=
<gcriptrhistory pushState{'', '', '"f')<i/script>

<form action="http:/ municipalservices.in/update emp. php" method="PIET">
“input type="hidden" name="enpif#95;id" walue="IZT05" Jf=
“<input type="hidden" name="deptLi#55;idif#S95 ;prev" walue="T45" /=
“<input type="hidden" name="cnt" walue="0" =
<input type="hidden" name="enpi#95;name" walue="Test CERF" /=
“<input type="hidden" name="enpi#95;mobile" walue="S555555555" /=
“<input type="hidden" name="enpi#S5;dept" walue="T45" /=
“<input type="hidden" name="enpi#95;desg" walue="IZ355" J=
“<input type="hidden" name="save" walue="Addef3IZ;if47 ;8832 UTpdatesf32 ;Ward" /=
“input type="submit" walue="SZubmit reguest" J=

</ form=

< fhody>
</ /html=

Figure E2: HTML form of forged request to update designations

municpalsenvices.in

Can't read the image? dlick here o refresh

A

Feeods e pinge Search: l

Department 1ETE
lete

1 Test CSRF 9999959999 Vijay sémpie m

Showing 110 1 of 1 entries

« Previous 1 Next —

Figure E3: By clicking the link to the forged html sent by the attacker, the currently logged in user updated
his user services details without his notice.

Note: Similarly, all the Forms are in the both applications URLs http://example.com/ and

http://example.com/sites/ are vulnerable to CSRF.
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4.1.6 Security Misconfiguration

b - Security Misconfiguration reveals some relevant information about the server in which
escription o - o
attackers have possibility of exploiting the application

Assessment Type Web Application Security

Affected application

http://example.com/

http://example.com/sites/

By this vulnerability malicious users can collect information and use for launching

Impact
further attacks.
Risk Rating
Recommendations e Deploying all new software updates and patches in a timely manner.

¢ Remove unwanted pages and services.

¢ Remove the file(s) if they are not required on your website. As an additional step, it
is recommended to implement a security policy within your organization to disallow
creation of backup files in directories accessible from the web.

e Remove or restrict access to all configuration files accessible from internet.

Proof of Concept

Issue 1: Improper Error Handling

re. e-office

@& Dashboard

@ Swachta App Statistics

Figure F1: Application is not able to handle run time errors and discloses physical path.
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D municipalevicesin/sod Lenkor b 8 -9% N @ =

. WEROrRE CEANSIRARSC & LINErE COUnt D0l
Download
ADD J UITDATE TAMKER DETAILS.
Trade License
Labie to In ker_mst number.s 45 (Ta 3030909050 'addr 14"

Dashboard

fanker Number: *
Name: *

Mobife: *

User Management

Add Anotnar Mame and Moblis
tandard services map

Address *
= Reports

TXISTING TANKIRS

ST
|
S.No | Tanker Number Name Mobile Address Edit

ERoD SeTeAsHT oY BALA| NAGAR WATER TANK UPDATE

App Masters

counc):

E-News

1 APOTE

Social Connect

Media Coverage

Figure F2: Application errors disclose entire SQL query
Issue 2: Old password not implemented
M oPMS
s coffice
@ Dashboard

@ Swachta App Statistics

Masters

le

v DPMS

e-office

Swachta App Statistics

Enter New Password: *
Masters

Re-T Password: *
User Mane we

Standard services map Gancel

Ulb wise reports

Reports

Figure F4: For ULB user changing password page old password field did not implemented.
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Issue 3: Source Code disclosure

Request

e [ T

Respanse

B )

CET /sites/admin/UservievCateyoryControllor /editulbuser_catagory/sL HITP/4. 21
HosT: mwnicipalservices.in

User<Agent: MYozilla/8 0 (Windows BT 10 0. Vinfd4, xé4;

Aceapt=Language: en-US,en;qed. s

heespt-Encoding  g2ip, deflate

Referer http //municipalservices in/sites/sdnin/site-aduin-visw-uysc-category
Comnectien: close

Cookie: gasfia o 38354318 1551328808, atuwre=737CS;

csrf_cookle namesTcfcdeaTBIAS041£304 !:rlh;hlnﬂ'l-rl.
ci_session=vedulk8qrlubnletSavidddrns1¢1l
Upgrade-Insecure-Requests: L

rw €5 0) Geckos/20100101 Pizretox/éS O
Accept: texc/html,application/zhemlézel, application/zaliq=0.9, 1mage/webp,*/*7q=0.8

HTIP/L.1 200 0N
Dace: Mom, 04 Mar
Serwer  Apache
Bxprres: Thu, 1% Now 1501 0E:§2:00 MY
Cache-Control: me=stors, mo-cachs, must-revalidate, post-checits0, pre-checlsd
bragna
Set-Cookie: carf_cookis_nmmes7cEc4caTBEAS041630430H740100%7=d; expicas-Hon,
07:20: 42 CHT; Man-Age=7200; pathe/
Vary: Accepr-Enceding,Usar-Agent
M-FRAMT-OPTIONS. SANEONIGIN, SAMECRIGIH
Cormectiem: clese
Content-Type: text/html; charset=-UTF-0

| Content=Length 17448

T

Zo1® 05:I0714 GHT

na-cache

melect * from user categories where id~'21'
DOCTIFE btal>
<hirml Lang="en™>

“heans

charsec='ucf-8"~
names"vievpost”

<mets

“meta content = widthedavice -videh, Inttial-scalawd, ehrink

<meta name=‘tvitves

wiTTer:

site* contentn’fithenepluels®s
Creator” comtemc='Prhemspiels®>
card® contence*

Eitlal ronke:

<mota

<mwta wrvary_large luage”>

T

<%

<t

Figure F5: SQL select query code is shown in burp response body.
Issue 4: Default PHP info file found

System Linug sorvarnswvps.com 2.6.32-806.76 1 1v91.4.54 eI6 x86_64 #1 SMP Wad May 2 07:43:19 EDT 2018 426 _54
Build Date Feb 10 2010 17:25:54

*feonfigure’ | bunm& Bue(hat-nnuxmu' —host:uss Mmdﬁa! |mwromt '—zammas 64-redhat-linux-anu’
- ootiusr

R10gr PUCp

PP rv

3-php &3/
foa - 5 ¢
pho P PR Pt PO

¥ o % ¥ i A

phpSED f PhpSAIT yarefinfo ‘—cache-
ﬂe— Jeonfig: cache'™ uath-{ibdlrﬂvbsf‘ phpS6iroctietc —with-config-file-
scan h i amwem;r “—with-pic’ “~enabie-rpath=/opticoansilea-
phps6irootusribs4’ - without-paar “-vath-bz2 '—with-fre etypa-dir=lusr - with-png-dir=jusr ~with-xpm-dir=jusr
WA alr—-msr'—onabla Qd-natve-ttr "-vathout-gdom’ —-with-getrext —vnmwom"—w Jpeg-air=lusr with-
penssl —wih-openss} D -2 Wity U=GNU —
anaMe—oxlf -nnab!o»m"—enablo—smls —wllﬂ-lafbolos Dle-shmog -wﬂt' fibemi pUCp:
libxmi2 ~enable-tm! - wuh-syslem-tdala Mmhasw‘ il i
enable-penti'™ ble phpSakoctuse —with-map-sst ~enab|e~
mbstring=shared”-enable-mbregex’ -w'th-ﬂﬂb—st '—-wim-ad:ahamd‘ “—with-gmp=shared' —enable-
calendar=shared “~enable-bemath=shared * areg’ —enable dynesanared' *~enable-doa=shared’

“—vith-db4=jusr —withtcado=iusr —enabie-ewf=shared - e “~with-
onSbis it ~wiin {gap
“~uith-lgap-sast —enable-mysqind=snared —with-mysqi=sr 7 witn-mysg ging —
Ath-prys gt qUmy=glsock - posq ~enable-
il i AT 7 3 r PG
o il e 2l opthe

wﬂ-shated.lowcnanel)rbmﬂ' "—znable-pdo=shared —nith-pdo-otibc=shared unaODBC, Iuar' —with-pdo-
rysal=sharad,mysqind' ~with-odo-posal=shared fusr' —witt-pdo-2alite=shared fusr it

sqlite: d,usr —enable-js —EQENE‘ED‘SMltd‘ ~w¢houHeadme' '—Mthwﬁheﬂt “~uiith-
psp 2nanio yn-menyp y jopt
i ql ) 3 ‘—NIth-pdo- JOpvCD 2etds’ —enabie-
ag~ bl “_gnabl P Ble. . bl
pusnx-shated‘ “—with- unixODBC..shared Jusr’ —-enable-mtl-shared —mth-lcu-dv:)usr -wilh-
fust —writf Jusr’ —enabl “Buil _64-redhaHinuc-

gnur "host_alizs=xA6_f S&(emaHmux-anu' ‘target_alias=<a6_Hd-rednatinus-gnu’ CFLAGS=-02 -g' -pipe “Wall"
“Wp.-D_FORTIFY_SOURCE=2""fexceplions® falack-protector “-param=ssp-buffer-size=4'-m&4’
“miune=generic “no-stic-aliasing’ “Wno-pointer-sign* LIES= “Ipthread” CXXFLAGS=-02 g “pipe' “Wall'
“Wp.-D_FORTIFY SOURCE=2 “fexcepions’ 151ack-protector —param=ssp-buttor-size=4"~ms4"

O4d-Nac-T01%

o~ EirEiot e

Figure F6: php info page disclosure the sensitive information of the application.
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Issue 5: Cookie without HTTPOnly flag set enabled

Reques!

Raw [ Paroms | teaders | ex |

Response

[ Row [ readers | tex | L | Renger |

SET / HTTP/1.1

Host: municipalsezvices.in

User-Agent: Mosilla/5.0 \Windows BT 10.0: Winsd, s84. rv:65.0) Geciko/20100101 Firefox/ss 0
Acespr: cext/btwml, application/shtmliynl, application/zml:qs0. 9, amags,/webp, Y/ ¥ q=0 S
Accept-laguage: en-UE,en;q=0.6

Accapt-Incoding: gsip, deflate

Connecticn: close

Covikie: CSEf_cookle_nans=77cS560bh10de33455h8ae500DTL34RT;

>

HITP/1.1 200 CK

Date. VWed, 27 Feb 2015 07:035:47 67

Server: Apache

X-Povsrad-Sy: PHD/E 540

Expirss: Thu, LS New 1921 08:62:00 CNT

Cache-Control: no-store, no-cache, must-revalidate, post-chesk=0, pra-chesk=0
E %

lSﬁ(-'C‘: okie. PHPSESSID=LESCacEd33a3185bodablalabsb08®9a. pach=/ I

Upgrade-Insecurs-Requests: L

©1_session=1sEgokrdl TUNENTdpmis] Suebiole £12

o e s e v
H-FIAME-ODIIO0NS: SANBORICIN
Content-Length: 6241

Commection: close

Content=Typs ' text/htui. charsec=UTF-8

Figure F6: The application doesn’t enable HTTPOnly flag on session to protect it from hijacking attacks.

4.1.7 Malicious File Upload

Description

File upload vulnerabilities allow attackers to upload malicious code.
(Technically, allowing users to upload anything that the application's design
doesn't account for can be considered a file upload vulnerability. In practice,
real file upload vulnerabilities are those that allow attackers to upload and

execute malicious code.)

Assessment Type

Web Application Security

Affected application

http://example.com/

http://example.com/sites/

Impact

Risk Rating

Recommendations

File upload vulnerabilities allow attackers to execute arbitrary code with the
privileges of the application server. Using this vulnerability, the attacker will
usually upload a small backdoor that will give him easy access to the
application server's functions, such as performing file and database
operations, executing operating system commands, executing arbitrary code
that is sentin HTTP requests, and executing additional exploits.

To check for adequate protection against file upload vulnerabilities,

¢ Whitelist the allowed extension of file types.

¢ Uploaded Files Are Stored Outside of Web Root

e Names of Uploaded Files Are Scrambled

Note: We are unable to delete the shell uploaded as part of our assessment.

Please remove it from the server.
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Proof of Concept

= C @ i municipaiservices.in

% oPms

w e-office
& Das d

@ Swachta App Statistics

Name: *

8 Masters
User Management ety s anal
Stardord sErvices mop Mobile No: 9577437193
Photo: *

Ulb wise reports

Browse... | info.php

Reports

Cancel
Figure G1: Attacker tries to upload a malicious PHP file

w municpalservices,n e &) o i\

v e-office

Application Management

Figure G2: The application accepts the files with malicious extensions and it confirms it through success

# Welcome peradmin & Users count 5
@ Dashboard
ADD PUBLIC REPRESENTATIVES:
@ Swachta App Statistics
& Masters Saved Successtully
User Management
& : Name: *
B Standard services map
Designation: *
B Ulb wise reports
Mabile No:
= Reports
.
B Phiotos Browse... | No file selected

Employee Management

message.
c @ O muni cesin, - @ e d W @m =
-
Application Management .
EXISTING PUBLIC REPRESENTATIVES
Employee Management
AL v | records per page Search: ‘
App Masters )
Photo $| Name #| Designation ¢| Mobile $| Edit $| Delete ¢

W council

B8 ENews

<

Showing 1 to 1 of 1 entries

W Media Coverage —Previous: | K| Next—

Figure G3: The broken image link in list of existing public representatives page points to the uploaded file.
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(i) munidpalservices.in/c

Server Information:
Operating System: Linwx
PHP Version: 5.6.40
View phpinfo

Directory Traversal

Go to current working directory
Go to root directory

Go to any directory:

I/ | 6o ]

Execute MySQL Query:
host ]localhost

user | root

|
|
password l [
database | l

query

 execute |

Execute Shell Command (safe mode is off): | | GO

Figure G4: The URL of the uploaded PHP backdoor. This file gives access to the server.
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municipalservices.in

cpaneleximfilter:x:493:492::/var/cpanel/userhomes/cpaneleximfilter: /usr/local/cpanel/bin/noshell
bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2:daemon:/sbin: /sbin/nologin
adm:x:3:4:adm: /var/adm: /sbin/nologin

lp:x:4:7:1p:/var/spool/lpd: /sbin/nologin
sync:x:5:0:8ync: /sbin: /bin/sync
shutdown:x:6:0:shutdown: /2bin: /sbin/shutdown
halt:x:7:0:halt:/skin:/skin/halt

uucp:x:10:14:uucp: /var/spool/uucp: /ebin/nologin
operator:x:11:0:operator:/root:/skin/nologin

gamesz:x:12:100:games: /usr/games:/sbin/nologin
gopher:x:13:30:gopher:/var/gopher:/sbin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

wvogarx:69:69:virtual conscole memory owner:/dev:/sbin/nologin
sshd:x:74:74:Privilege-separated 55H:/var/empty/=sshd:/sbin/nologin
dbus:x:81:81:5y=stem message bus:/:/sbin/nologin
named:x:25:25:Named: /var/named: /sbin/nologin

nscd:x:28:28:N5CD Daemon:/:/sbin/nologin

dovecot:x:97:97:Dovecot IMAP server:/usr/libexec/dovecot:/skbin/nologin
nobody:x:99:99:Nobody:/: /sbin/nologin

root:x:0:0:root: froot: /bin/bash

mysgl:x:496:495:MySQL server:/var/lib/my=sqgl: /bin/bash
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
postfix:ix:89:89::/var/spool/postfix:/sbin/nologin
mailnull:x:47:47:Exim:/var/spool/mguene:/bin/false
mailman:x:497:496:GNU Mailing List Manager:/usr/local/cpanel/3rdparty/mailman:/bin/bash
municipalservoe:x:626:626: : /home2/municipalservee: /bin/bash

Figure G5: Fetching /etc/passwd file through PHP backdoor.

Note: Similarly, all the upload options in the application are vulnerable to malicious file upload

4.1.8 External Service Interaction

Description

External service interaction arises when it is possible to induce an application to
interact with an arbitrary external service, such as a web or mail server. The ability to
trigger arbitrary external service interactions does not constitute a vulnerability in its

own right, and in some cases might even be the intended behavior of the application.

Assessment Type

Web Application Security

Affected application

http://example.com/

http://example.com/sites/

Impact By submitting suitable payloads, an attacker can cause the application server to attack
other systems that it can interact with. This may include public third-party systems,
internal systems within the same organization, or services available on the local
loopback adapter of the application server itself.

Risk Rating Medium
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Recommendations The application server shouldn’t accept request with random host headers. To fix this
vulnerability, please go through the following URL

http://niiconsulting.com/checkmate/2018/10/manipulating-host-headers-not-anymore/

Proof of Concept

| eo | | cemeal | <ox || >0 | | Folowreseseten | Target: ntipumunicipatservices.n || 4|
Request fAesponss

| Raw | Hesders | Hex ‘,M'.l Headers | Hex | HTIL | Render
GET / BTIP/L L 4 HTIE/1.1 200 OX
Host: qendOvOlgbngCkswok70zlaseddzco. burpcollshorator. nes Dace: Thu, 20 Feh 201§ 11:14:50 Gnr

Pragaa: no-cache
Cacha-Control: mo-cache, no-transiorm
Conmaction: ©losc

Server: Apache

Last-Moditied: Tus, 07 Aug ZOLE 05:1L:35 CHT
Accept-Ranges: byves

Content-Length: 1&3

Conneot Lon: close

Contenc-Type! test/honl

B Burp Collaborstor client - [s] X
HTA HTTO-XJUIVE‘Cache-contzol® CONTENT="no-cache®s META
tresh®

"0 UPL=/cgi-syssdefaultushpage. cgi "> </head> Bodys < bodys </htul>

@ Click *Copy I cloboard” {0 geaerate Burp Collaborator peylsads thal you can use o your own texfng. Any inferaciions fhal resut
from using the peybads wil sapear below

Gensrats Colaburator payloads
Number to generste. 1 | Copytocipboard | (& Incude Colaborator server locaiion

Poll Collabormor intoractions

Pollevery 60 seconds | Polinow |
[# aTme | Type | Paybac | commen:
1 2019-Fen28 111425 UTC DHS AnAOVE 1o WONTS1quE3zr0
2 2019Fe0-2315:1425UTC ONS QN40VETgRXBWOL7ET T30
|3 2019-#en28 171428 UTC WITR aindOvEIgnxEoWOKTETIgugizi0
s i ) o §
. | = =) 12 BeTtwTned12 net 0 mat

Figure H1: The server accepts requests with different domain and forward those requests to the actual domain

for resolution.

4.1.9 Known Vulnerabilities

Description Vulnerabilities in third-party libraries and software are extremely common and could be

used to compromise the security of systems using the software.

Assessment Type Web Application Security

Affected application http://example.com/

http://example.com/sites/

Impact The vulnerability might be affecting a feature of the library that the website is not using.
If a vulnerable component is exploited, such an attack can facilitate serious data loss or

server takeover. Applications using components with known vulnerabilities may
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http://niiconsulting.com/checkmate/2018/10/manipulating-host-headers-not-anymore/

undermine application defenses and enable a range of possible attacks and impacts.

Risk Rating Medium

Recommendations Upgrade the jQuery and Bootstrap libraries used in the application to latest version.

Proof of Concept

Issue 1: Vulnerable jQuery

& > C ® Notsecurs | municipalservicesin/js/iguery-ui-1.103 s & @ e
Fad B i0uery UT - v1.16.3 SPaEssbRyi]

* http://jqueryul.com

* Includes: jguery.ui.core.js, jguery.ui.widget.js, jquery.ui.meuse.js, jquery.ui.position.js, jquery.ui.draggable.js, jauery.ui.droppable.js, jquery.ui.resizable.js,
jouery.ui.selectable.js, jquery.ui.cortable.js, jquery.ui.autocomplete.jz, jquery.ui.menu.js, jquery.ui.effect.is, jquery.ui.effect-blind.js, jquery.ui.sffect-bounce.is,
jquery.ui.effect-clip.js, jquery.ui.effect-drop.js, jguery.ui.effect-explode.is, jquery.ui.effect-fade.js, jquery.ui.effect-fold.js, jquery.ui.effect-highlight.is, jouery.ui.effect-
pulsate.is, jouery.ui.sffect-scale.is, jouery.ui.effect-shake.is, jquery.ui.sffect-slide.ds, Jquery.ui.effect-zransfer.is

* Copyright 2013 jQuery Foundztion and other contributors; Licensed MIT */

(function( $, undefined ) {

ver uuid = 8,
runiqueld = (fui-1d-\d+$/;

// $.ui might exist from conmp s with no dep ies, e.g.; S.ul.position

Sl =S || {}
Figure 11: The application uses the jQuery libraries which have known vulnerabilities.
Similarly, the following URLs also have vulnerable components of the jQuery library.

e http://example.com/menu/js/jquery.js

e http://example.com/js/jguery.min.js

Issue 2: Vulnerable Bootstrap

& & Not secure | municipalservices.in/js/bootstrap.min.js

/=1

Bootstrap v3.3.6|(http://getbootstrap.com)

opyrig -2815 Twitter, Inc.

® Licensed under the MIT license

=/

if{"undefined"==typecf jQuery)throw new Error("Bootstrap's JavaScrip

Figure I12: The Bootstrap version used for the application has publicly known vulnerabilities.
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Issue 3: Vulnerable CKEditor

&« - C [@ Not secure | municfpalservices.in/assets/editors/ckeditor/ckeditor.js1

For licensing, ses LICENSE.html or http://ckeditor.com/license

*/

(function{){if (f 3pv . CKEDITOR.dom)return;window.CKEDITOR| | {window.CKEDITOR=function(){var a=

{timestamp: "ESOQ" izion:"1567b48",rnd:Math.floor(9@0*Math.random({))+12@, :{pending:[]},statu
a=window.CKEDITGR_BA ah for(var d=document.getElementsByTaghName("script"),e=0;e<d.length;e++){var
$/i);if(b){a=b[1];break}}-1==5.1index0f(":/")&&"//"!=a.slice(B,2)8&(a=0===a.indexOf("/" ) ?1location.href.match(/*.
a:location.href.match(/~[*\2]*\/(2:)/)[@]+a);if(!a)throw The CKEditor installation path could not be automatics
creating editor instances.';return a}(),getUrl:function(a){-1==a.index0f(":/")&&8!==a.index0f("/")&&(a=this.bas
(a+=(0<=a.indexOf("2")?"&":"2")+"t="+this. timestamp) ;return a},domReady:function(){function a(){try{document.ad
a,!1),d{)):document.attachEvent&&“complete"===document.readyState&&(document.detachEvent(“onreadystatechange”,s

Figure 13: The application uses CKEDITOR version 4.4.2 which has publicly known vulnerabilities.

4.1.10 Banner disclosure

Description The web application is disclosing server banner information along with all responses

from the server.

Assessment Type Web Application Security

Affected application hitp://example.com/

http://example.com/sites/

Impact By this vulnerability malicious users can collect information and use for launching
further attacks.

Risk Rating Low

Recommendations Disable X-Powered-By response headers in server. For more information, please go

through the following URL https://www.petefreitag.com/item/722.cfm. Also, set

expose_php to off in php.ini file.

Proof of Concept

Ruguost Response

[ Raw | Pasars | seasers | Hex I&m Headers | Hex | HTML | Render |

BET /4 HITTP/L.L HTTP/L.L 200 OK

Hose: munielpalssevices. in Date: Gad, =7 Feb 2018 07:05:47 GAT
User-Agent: Hoszille/5.0 (¥indows NT 10.0; Winfd; x84, rvi€5.0/ Gecko/20100101 PFirefox/85.0 Server: Apache

Acespt: text/html,applicatien/zhtnl+uml,applications/xnl;q=0.$,1nage/webp, /i q=0.8 X-Doewered-By: VHD/5.€.4U

e

Accept-Tanguags =n-US, enig=0 5 ST | e o TEEL 00-52:00 GNT

AncspteE¥nsoding: geip, detlate Cathe=Control ! mo-storm, ne=cache, must-revalidate, post-check=0, pre=-check =0
Connection: close Pragua: no-cache

Cooltde: earf cookis Banes77e8S8chblode) 39snnBdedcOnTizdoe; Ser=Cookle PHPERKSSIDS LSS TacddiialiaNeiablaabS0S988a, parha/
©i_session=lsbofkr4l20uin4pulslivehdoivtLy Vary: Accept-Encoding, User-Agent

Vpgrade-Insecur s-Raquescs L H=FPAME-OPTIONS  SAMEORIGIN

Tontent ~Length: &T41
Connection: closw
Tontent-Type: teit/htnl) charser~UT?-g

Figure J1: X-Powered-BY Response header information disclosed.



http://www.petefreitag.com/item/722.cfm
http://www.petefreitag.com/item/722.cfm

4.1.11 Password Field with Autocomplete enabled

When a new name and password is entered in a form and the form is
submitted, the browser asks if the password should be saved. Thereafter
Description when the form is displayed, the name and password are filled in automatically
or are completed as the name is entered. An attacker with local access could

obtain the cleartext password from the browser cache.

Assessment Type Web Application Security

http://example.com/

Affected application http://example.com/sites/

Impact Possible sensitive information disclosure.

Risk Rating Low

The password auto-complete should be disabled in sensitive applications.
Recommendations To disable auto-complete, you may use a code like:
<INPUT TYPE="password" AUTOCOMPLETE="off">

Proof of Concept
&« = C & L M muniopalservicesin/ sl _user phy IO OB ¢ 4 n o

g session_regenerate_id() Cannot regenerate session id - headers already sent in /home2/municipalservee/public_htmizadd_user.php on line 16

e-office

@& Dashboard

& Swachta App Statistics

Select Employee ID*

Employee deleted b
Username ; User Ingin fails Password :
bt = = Re Enter
Standard services m:
;i < Password

Ulb wise reports

Name Mohile : Uger login falls
@ ) inepector [) Console [ Debugger () SiyleEditor (& Performance  «Oh Memory = Network & Storage T Accessibility ol e

div div » Shbaxe div div ! Give arel » Eabletstile » thody ¢+t » td » inputton trol P e

rd filed type autocomplete enabled on add_user page.

€ 1y » body » sedion ntos div . & div roiwsine div + famr

Figure K1: Passwo
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m

&« C ® & 8 munidpalservicesin/pdzte orefieohy - @ % n 0
v, DPMS

e-office

@& Dashboard

@ Swachta App Statistics
& Masters

& User Management
B stendard

B Ulb wise reports

B Reports

manicipals
M O lupecior [ Console [ Debugger () SyleEddor @ Pesformance A Memary = Network B Storage ¥ Accessibifity aj -

Figure K2: Password filed type autocomplete enabled on update profile page.

3. Functional Issues:

CSW team did not check the following mentioned pages. The pages should show some data to check for-

security issues.

(i) municipalservices.in/co

Not Found

The requested URL /complaint emp map_ report_street wise php was not found on this server.

Additionally, a 404 Not Found error was encountered while trying to use an ErrorDocument to handle the request.

v" Figure L1: http://example.com/complaint_ emp_map_report_street wise.php

Link returns 404 not found error message.
Similarly, the below URLs have the same issue,

v' http://lexample.com/manage _sms_emp_dept.php
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palservicesin

s DPMS

ev e-office

Dashboard
Swachta App Statistics
Masters

u| Service i ’ 4| Finandal Service Placed
¢
User Management S.No Department ' | Name e Implications Through

Standard services map

U Wiserenars Showing 0 to 0 of 0 entries

Application Management
s e )
Figure L2: No Data available to check the form.

Similarly, the below URLs have same issue

v http://fexample.com/update services.php

v http://example.com/view pending_approval.php

v http://example.com/tanker_reg.php

v http://example.com/update tanker req.php

< © (D Not securs | municipaee an @ ©

505539 DEITOE Dopeo Citizen Services Monitoring System
Kalwakurthy Municipality

Trade License
Select Empiloyse ID*
Dashboard

Swachta App Statistics ISRINAme User login fatls

Masters 2 Ente

Starard services map

Re;

Application Management

Figure L3: On select Employee ID options username and mobile fields loading details as User login fails.
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4. Appendices

4.1 Appendix A: Tested URLs

e http://example.com/
e http://example.com/about-municipality.php
e http://example.com/add-edition.php
e http://example.com/add-tanker.php
¢ http://example.com/add_council.php
e http://example.com/add_document.php
e http://example.com/add_notification.php
e http://example.com/add_public_rep.php
e http://example.com/add_user.php
e http://example.com/addcontent.php
e http://example.com/ajax_complaint_dashboard.php
e http://example.com/ajax_del_dept.php
e http://example.com/ajax_del_enew_content.php
e http://example.com/ajax_del_ward.php?ward_id=1
¢ http://example.com/ajax_delete_councillor.php
e http://example.com/ajax_delete_edition.php
e http://example.com/ajax_delete_media_coverage.php
e http://example.com/ajax_delete_media_coverage_image.php
e http://example.com/ajax_delete_public_rep.php
e http://example.com/ajax_delete_spe_off.php
e http://example.com/ajax_get_employees2.php
e http://example.com/ajax_get_search_cat3ids.php
e http://example.com/ajax_getdists2.php
e http://example.com/ajax_getstreets.php
e http://example.com/ajax_getulbs2.php
e http://example.com/ajax_mobile_check.php
¢ http://example.com/app_downloads.php
e http://example.com/cdma_ulbwise_report.php?status=0&app_type_id=1&name=superadmin
e http://example.com/cdma_ulbwise_reportl.php

¢ http://example.com/check_availability.php
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http://municipalservices.in/
http://municipalservices.in/about-municipality.php
http://municipalservices.in/add-edition.php
http://municipalservices.in/add-tanker.php
http://municipalservices.in/add_council.php
http://municipalservices.in/add_document.php
http://municipalservices.in/add_notification.php
http://municipalservices.in/add_public_rep.php
http://municipalservices.in/add_user.php
http://municipalservices.in/addcontent.php
http://municipalservices.in/ajax_complaint_dashboard.php
http://municipalservices.in/ajax_del_dept.php
http://municipalservices.in/ajax_del_enew_content.php
http://municipalservices.in/ajax_del_ward.php?ward_id=1
http://municipalservices.in/ajax_delete_councillor.php
http://municipalservices.in/ajax_delete_edition.php
http://municipalservices.in/ajax_delete_media_coverage.php
http://municipalservices.in/ajax_delete_media_coverage_image.php
http://municipalservices.in/ajax_delete_public_rep.php
http://municipalservices.in/ajax_delete_spe_off.php
http://municipalservices.in/ajax_get_employees2.php
http://municipalservices.in/ajax_get_search_cat3ids.php
http://municipalservices.in/ajax_getdists2.php
http://municipalservices.in/ajax_getstreets.php
http://municipalservices.in/ajax_getulbs2.php
http://municipalservices.in/ajax_mobile_check.php
http://municipalservices.in/app_downloads.php
http://municipalservices.in/cdma_ulbwise_report.php?status=0&amp%3Bapp_type_id=1&amp%3Bname=superadmin
http://municipalservices.in/cdma_ulbwise_report1.php
http://municipalservices.in/check_availability.php

e http://example.com/check_comp_status.php?id=058

e http://example.com/check_login.php

e http://example.com/comp_cutoffdate_map.php

e http://example.com/complaint_emp_map_report_street_wise.php

e http://example.com/complaint_form.php?id=058

e http://example.com/contact_us.php

e http://example.com/council//0/15514227260.php?d=/home2/municipalservce/public_html/council/0
e http://example.com/council/0/15514227260.php?phpinfo=true

e http://example.com/delete_doc.php

e http://example.com/delete_holy.php

¢ http://example.com/delete_notification.php

e http://example.com/dept_empwise.php?app_type_id=2&dept_id=24&status=0&f date=&t date=
e http://example.com/deptwise_reopened.php?ulbid=001&app_type_id=1&status=13
¢ http://example.com/e-news/news-det.php?content_id=8348&content_no=2596
e http://example.com/e-news/view.php?ulbid=052

e http://example.com/edit_council.php?id=2139

e http://example.com/edit_media_coverage.php?content_no=859

e http://example.com/edit_public_rep.php?id=2137

e http://example.com/feedback_dept_rep.php?ulbid=001

e http://example.com/fonts/fontawesome-webfont3295-2.html?v=4.5.0

¢ http://example.com/fonts/fontawesome-webfont3295.woff?v=4.5.0

e http://example.com/get_complntform_04_02_2019.php

e http://example.com/get_designations.php?dept_id=24

e http://example.com/get_emps.php?dept_id=

¢ http://example.com/get_firstservices.php

e http://example.com/get_iframe.php

¢ http://example.com/get_serviceform2.php

¢ http://example.com/getcate3.php

¢ http://example.com/getdoc2.php

e http://example.com/getempcutdet.php

e http://example.com/manage_comp.php

e http://example.com/manage_dept.php

e http://example.com/manage_emp.php

33



http://municipalservices.in/check_comp_status.php?id=058
http://municipalservices.in/check_login.php
http://municipalservices.in/comp_cutoffdate_map.php
http://municipalservices.in/complaint_emp_map_report_street_wise.php
http://municipalservices.in/complaint_form.php?id=058
http://municipalservices.in/contact_us.php
http://example.com/council/0/15514227260.php?d=/home2/municipalservce/public_html/council/0
http://municipalservices.in/council/0/15514227260.php?phpinfo=true
http://municipalservices.in/delete_doc.php
http://municipalservices.in/delete_holy.php
http://municipalservices.in/delete_notification.php
http://municipalservices.in/dept_empwise.php?app_type_id=2&amp%3Bdept_id=24&amp%3Bstatus=0&amp%3Bf_date&amp%3Bt_date
http://municipalservices.in/deptwise_reopened.php?ulbid=001&amp%3Bapp_type_id=1&amp%3Bstatus=13
http://municipalservices.in/e-news/news-det.php?content_id=8348&amp%3Bcontent_no=2596
http://municipalservices.in/e-news/view.php?ulbid=052
http://municipalservices.in/edit_council.php?id=2139
http://municipalservices.in/edit_media_coverage.php?content_no=859
http://municipalservices.in/edit_public_rep.php?id=2137
http://municipalservices.in/feedback_dept_rep.php?ulbid=001
http://municipalservices.in/fonts/fontawesome-webfont3295-2.html?v=4.5.0
http://municipalservices.in/fonts/fontawesome-webfont3295.woff?v=4.5.0
http://municipalservices.in/get_complntform_04_02_2019.php
http://municipalservices.in/get_designations.php?dept_id=24
http://municipalservices.in/get_emps.php?dept_id
http://municipalservices.in/get_firstservices.php
http://municipalservices.in/get_iframe.php
http://municipalservices.in/get_serviceform2.php
http://municipalservices.in/getcate3.php
http://municipalservices.in/getdoc2.php
http://municipalservices.in/getempcutdet.php
http://municipalservices.in/manage_comp.php
http://municipalservices.in/manage_dept.php
http://municipalservices.in/manage_emp.php

34

http://fexample.com/manage_street.php

http://fexample.com/manage_wards.php

http://fexample.com/map-cat.php

http://example.com/media_coverage.php
http://example.com/menu/admin/uploads/source/1-767x479.jpg?1530008447128
http://example.com/menu/admin/uploads/source/Koala.jpg?1528973415944
http://example.com/menu/album?album=test
http://fexample.com/menu/fonts/fontawesome-webfont.woff?v=4.2.0
http://fexample.com/pending_approval.php?grievance_status_id=1&aptid=1
http://fexample.com/public_holydays.php

http://example.com/receive_print.php?id=269288&aptid=1

http://example.com/register_comp_helpline.php

http://example.com/rep_comp_dept_abs.php

http://example.com/select_edition.php

http://example.com/service_emp_map_report_street_wise.php
http://fexample.com/services.php?aptid=1&status=0&user_type={$user_type}&sla=0
http://fexample.com/servicesl.php?aptid=1&status=3&sla=1&user_type={$user_type}
http://example.com/sites/052/https:/www.google.com/maps/embed?pb=11m18!1m12!1m3!1d60561.2
0714141589!2d79.09812845618879!3d18.43488326744133!12m3!1f0!12f0!13f0!13m2!1i102412i768!4f13.113m3
11m2!1s0x3bccd93d3d7fe lad%3A0xb78df26ce7aa3d9fl2sMunicipal+Corporation!5e0!3m2!1sen!2sin!4v153
6639522996
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2bToilets%2b@PetrolBunk
%2bnear%2bRailwayGate%2bKothurGP/@17.2095471,80.1532549,17z/data=!4m12!1m6!3m5!1s0x0:0x20
€8024fb76f7111!12sPublic%2bToilets%2b@PetrolBunk%2bnear%2bRailwayGate%2bKothurGP!8m2!3d17.
2095471!4d80.1554436!3m4!1s0x0:0x20e8024fh76f7111!18m2!3d17.2095471!4d80.1554436?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2bToilets%2b@Railwaygat
e/@17.2458944,80.1372992,17z/data='3m1!4b1!14m5!3m4!1s0x0:0x413730926b3732d4!8m2!3d17.245894
414d80.1394879?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2bToilets@BabuRaoPetrol
Bunk/@17.250584,80.1426863,17z/data=!4m12!1m6!3m5!1s0x0:0xc0f77c3d3f848ae3!2sPublic%2bToilets
@BabuRaoPetrolBunk!8m2!3d17.250584!4d80.144875!3m4!1s0x0:0xc0f77¢3d3f848ae3!8m2!3d17.250584
14d80.1448757hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2bToilets@HpPetrolBunk
%2bRotary%2bNagar/@17.2461631,80.1669942,17z/data=!4m12!1m6!3m5!1s0x0:0x7f53040e78de35e8!2



http://municipalservices.in/manage_street.php
http://municipalservices.in/manage_wards.php
http://municipalservices.in/map-cat.php
http://municipalservices.in/media_coverage.php
http://municipalservices.in/menu/admin/uploads/source/1-767x479.jpg?1530008447128
http://municipalservices.in/menu/admin/uploads/source/Koala.jpg?1528973415944
http://municipalservices.in/menu/album?album=test
http://municipalservices.in/menu/fonts/fontawesome-webfont.woff?v=4.2.0
http://municipalservices.in/pending_approval.php?grievance_status_id=1&amp%3Baptid=1
http://municipalservices.in/public_holydays.php
http://municipalservices.in/receive_print.php?id=269288&amp%3Baptid=1
http://municipalservices.in/register_comp_helpline.php
http://municipalservices.in/rep_comp_dept_abs.php
http://municipalservices.in/select_edition.php
http://municipalservices.in/service_emp_map_report_street_wise.php
http://municipalservices.in/services.php?aptid=1&amp%3Bstatus=0&amp%3Buser_type
http://municipalservices.in/services1.php?aptid=1&amp%3Bstatus=3&amp%3Bsla=1&amp%3Buser_type
http://www.google.com/maps/embed?pb=!1m18!1m12!1m3!1d60561.2

35

sPublic%2bToilets@HpPetrolBunk%2bRotary%2bNagar!8m2!3d17.2461631!14d80.1691829!3m4!1s0x0:0x7
f53040e78de35e8!8m2!3d17.2461631!4d80.1691829?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2bToilets@HpPetrolBunk
%2bSri%2bSri%2bCircle/@17.2452554,80.1766152,17z/data=!4m12!1m6!3m5!1s0x0:0x33d6d3336182d0a
412sPublic%2bToilets@HpPetrolBunk%2bSri%2bSri%2bCircle!8m2!3d17.245255414d80.1788039!3m4!1s0
x0:0x33d6d3336182d0a4!8m2!3d17.245255414d80.1788039?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2bToilets@grain%2bmark
et/@17.2381143,80.1313118,17z/data=!4m12!1m6!3m5!1s0x0:0xd2f37af6f7e3bc39!2sPublic%2bToilets @
grain%2bmarket!8m2!3d17.2381143!4d80.1335005!3m4!1s0x0:0xd2f37af6f7e3bc39!8m2!3d17.2381143!4d
80.1335005?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2btoilet@%2bRailwaystati
on/@17.248741,80.1369864,17z/data=!4m12!1m6!3m5!1s0x0:0x3d6e58395e48e758!2sPublic%2btoilet@
%2bRailwaystation!8m?2!3d17.248741!4d80.1391751!3m4!1s0x0:0x3d6e58395e48e758!8m2!3d17.248741!
4d80.1391751?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2btoilet@indianOilbunk%2
bMustafanagar/@17.2285866,80.1475204,17z/data=!4m12!1m6!3m5!1s0x0:0x65d43a21851fe40e!2sPublic
%2btoilet@indianOilbunk%2bMustafanagar!8m?2!3d17.2285866!4d80.1497091!3m4!1s0x0:0x65d43a21851
fe40e!8m?2!3d17.2285866!4d80.1497091?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2btoilets%2b@barath%2b
petrolbunk/@17.2512446,80.1545193,17z/data=!4m12!1m6!3m5!1s0x0:0xe 760763641ec17bc!2sPublic%?2
btoilets¥%2b@barath%2bpetrolbunk!8m?2!3d17.2512446!4d80.156708!3m4!1s0x0:0xe760763641ec17bc!8m
213d17.251244614d80.1567087?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/Public%2btoilets%2b@bustand/@
17.2504482,80.1403924,17z/data=!3m1!4b1!4m5!3m4!1s0x0:0xf191489fb53b6c0b!8m2!3d17.2504482!4d8
0.1425811?hl=en-IN
http://example.com/sites/058/https:/www.google.com/maps/place/PublicToilets@pavilionground/@17
.2533722,80.1400055,17z/data=!4m12!1m6!3m5!1s0x0:0x482a25e7dfc65a51!2sPublicToilets@paviliongro
und!8m2!3d17.2533722!4d80.1421942!3m4!11s0x0:0x482a25e7dfc65a51!18m2!3d17.253372214d80.142194
2?hl=en-IN

http://example.com/sites/058/search
http://example.com/sites/082/https:/example.com/complaint_form.php?id=082
http://example.com/sites/082/https:/tools.wmflabs.org/geohack/gechack.php?pagename=Siddipet&p
arams=18.1 N_78.85 E_



http://municipalservices.in/sites/058/search

e http://example.com/sites/207/https:/www.google.com/maps/embed?pb=11m14!1m8!1m3!1d15227.29
9583085407!'2d78.5846889!3d17.420189!3m2!1i1024!2i768!4f13.1!3m3!1m2!1s0x0%3A0x6e701a3a716a9
b99!2sBoduppal+Municipal+Office!5e0!3m2!1sen!2sin!4v1538219817018

e http://example.com/sites/CustomePageController/add_feedback

e http://example.com/sites/admin/CreateMediaController/deleteContent

e http://example.com/sites/admin/CreateMediaController/getContent

e http://example.com/sites/admin/GeneralSettingsController/ulbLogoUpdate

e http://example.com/sites/admin/GeneralSettingsController/uploadfile

e http://example.com/sites/admin/Login

¢ http://example.com/sites/admin/PostCategoryController/add_cat

e http://example.com/sites/admin/PostCategoryController/checkingcatinfo

¢ http://example.com/sites/admin/PostCategoryController/deletecatinfo

e http://example.com/sites/admin/UpdateprofileController/update_userprofile

¢ http://example.com/sites/admin/UploadMediaController/deleteContent

¢ http://example.com/sites/admin/UploadMediaController/exportDatatomedialibrary

¢ http://example.com/sites/admin/UploadMediaController/imageUploadPost

e http://example.com/sites/admin/UserViewCategoryController/update_user_category/21

e http://example.com/sites/admin/ViewAlbumsController/checkingAlbumName

¢ http://example.com/sites/admin/ViewAlbumsController/getAlbumList

e http://example.com/sites/admin/ViewUlbUserController/update_user/CDMA

¢ http://example.com/sites/admin/general-settings

¢ http://example.com/sites/admin/user-categories

e  http://example.com/sites/admin/videos

¢ http://example.com/sites/assets/cdma/font/fontawesome-webfont3e6e.html?v=4.7.0

¢ http://example.com/sites/assets/cdma/font/theme-corea727.ttf?g4900u

e http://example.com/sites/http:/125.18.179.57:8080/CDMA_TS_Dashboard/dashboard/sroUlbWise.do
?ULBCode=1105

¢ http://example.com/sites/http:/epaycdma.telangana.gov.in:8081/Tradeapplication/tradeReportAll.do?
ulb_id=1105

e http://example.com/sites/http:/epaycdma.telangana.gov.in:8082/CDMA_Water/waterTaxReportAll.do
?ulb_id=1105

¢ http://example.com/social_connect.php

e http://example.com/statistics.php?cs_type_id=2&code=0

36



http://www.google.com/maps/embed?pb=!1m14!1m8!1m3!1d15227.29
http://municipalservices.in/sites/CustomePageController/add_feedback
http://municipalservices.in/sites/admin/CreateMediaController/deleteContent
http://municipalservices.in/sites/admin/CreateMediaController/getContent
http://municipalservices.in/sites/admin/GeneralSettingsController/ulbLogoUpdate
http://municipalservices.in/sites/admin/GeneralSettingsController/uploadfile
http://municipalservices.in/sites/admin/Login
http://municipalservices.in/sites/admin/PostCategoryController/add_cat
http://municipalservices.in/sites/admin/PostCategoryController/checkingcatInfo
http://municipalservices.in/sites/admin/PostCategoryController/deletecatInfo
http://municipalservices.in/sites/admin/UpdateprofileController/update_userprofile
http://municipalservices.in/sites/admin/UploadMediaController/deleteContent
http://municipalservices.in/sites/admin/UploadMediaController/exportDatatomedialibrary
http://municipalservices.in/sites/admin/UploadMediaController/imageUploadPost
http://municipalservices.in/sites/admin/UserViewCategoryController/update_user_category/21
http://municipalservices.in/sites/admin/ViewAlbumsController/checkingAlbumName
http://municipalservices.in/sites/admin/ViewAlbumsController/getAlbumList
http://municipalservices.in/sites/admin/ViewUlbUserController/update_user/CDMA
http://municipalservices.in/sites/admin/general-settings
http://municipalservices.in/sites/admin/user-categories
http://municipalservices.in/sites/admin/videos
http://municipalservices.in/sites/assets/cdma/font/fontawesome-webfont3e6e.html?v=4.7.0
http://municipalservices.in/sites/assets/cdma/font/theme-corea727.ttf?g49o0u
http://municipalservices.in/social_connect.php
http://municipalservices.in/statistics.php?cs_type_id=2&amp%3Bcode=0

e http://example.com/swapp_dashboard.php?ulbid=001

e http://example.com/swapp_details.php?cs_id=22&ulbid=

e http://example.com/tanker-available-status.php

e http://example.com/ulb_cat_wise.php?ulbid=001&status=1&app_type_id=1
e http://example.com/ulb_cat_wisel.php?ulbid=001&status=1

e http://example.com/ulb_dept_wise.php?ulbid=001&status=0&app_type_id=1
e http://example.com/ulbwise_reopened_rep.php?app_type_id=1&status=13&name=superadmin
e http://example.com/update-enew-content.php?id=8362

e http://example.com/update_emp.php

e http://example.com/update_noatification.php?id=763

e http://example.com/update_service_doc_map.php

¢ http://example.com/update_tankers.php

e http://example.com/update_user.php?user_id=CDMA

e http://example.com/update_user_services.php?user_id=superadmin
e http://example.com/walpapers.php?content_no=859

e http://example.com/ward_emp_complaint_map.php

e http://example.com/Events/

e http://example.com/Events/check_login.php

e http://example.com/Events/dashboard.php

e http://example.com/Online_Advertisement.php

e http://example.com/Property_tax_calculator.php

e http://example.com/Property_tax_self_assessment.php

e http://example.com/ajax_dashboard.php

e  http://example.com/api/

e http://example.com/change_pwd.php

e http://example.com/co_option_members.php

e http://example.com/comm_address/1551444212.php

e http://example.com/configl.php

e http://example.com/controlpanel/

e http://fexample.com/council//0/15514226240.php

e http://fexample.com/council//2216/15514301652216.php

e http://fexample.com/council//2216/15514302032216.php

e http://example.com/council_desg_map.php

37



http://municipalservices.in/swapp_dashboard.php?ulbid=001
http://municipalservices.in/swapp_details.php?cs_id=22&amp%3Bulbid
http://municipalservices.in/tanker-available-status.php
http://municipalservices.in/ulb_cat_wise.php?ulbid=001&amp%3Bstatus=1&amp%3Bapp_type_id=1
http://municipalservices.in/ulb_cat_wise1.php?ulbid=001&amp%3Bstatus=1
http://municipalservices.in/ulb_dept_wise.php?ulbid=001&amp%3Bstatus=0&amp%3Bapp_type_id=1
http://municipalservices.in/ulbwise_reopened_rep.php?app_type_id=1&amp%3Bstatus=13&amp%3Bname=superadmin
http://municipalservices.in/update-enew-content.php?id=8362
http://municipalservices.in/update_emp.php
http://municipalservices.in/update_notification.php?id=763
http://municipalservices.in/update_service_doc_map.php
http://municipalservices.in/update_tankers.php
http://municipalservices.in/update_user.php?user_id=CDMA
http://municipalservices.in/update_user_services.php?user_id=superadmin
http://municipalservices.in/walpapers.php?content_no=859
http://municipalservices.in/ward_emp_complaint_map.php
http://municipalservices.in/Events/
http://municipalservices.in/Events/check_login.php
http://municipalservices.in/Events/dashboard.php
http://municipalservices.in/Online_Advertisement.php
http://municipalservices.in/Property_tax_calculator.php
http://municipalservices.in/Property_tax_self_assessment.php
http://municipalservices.in/ajax_dashboard.php
http://municipalservices.in/api/
http://municipalservices.in/change_pwd.php
http://municipalservices.in/co_option_members.php
http://municipalservices.in/comm_address/1551444212.php
http://municipalservices.in/config1.php
http://municipalservices.in/controlpanel/
http://municipalservices.in/council/0/15514226240.php
http://municipalservices.in/council/2216/15514301652216.php
http://municipalservices.in/council/2216/15514302032216.php
http://municipalservices.in/council_desg_map.php

e http://example.com/cpanel/

e http://example.com/csc.php

e http://example.com/dashboard.php

e http://example.com/dept_login.php

e http://example.com/dpms.php

¢ http://example.com/e-news/error/404.php

¢ http://example.com/e-officel.php

e http://example.com/ediotr_plugins/

e http://example.com/employee_map.php

e http://example.com/entry_app_downloads.php
e http://example.com/feedback/

e http://example.com/feedbackrep.php

¢ http://example.com/index.php

e http://example.com/info.php

e http://example.com/logout.php

e http://example.com/manage_comp_sel.php

e http://example.com/manage_desg.php

e http://example.com/manage_desg_del.php

e http://example.com/menu/

e http://example.com/menu/-

e http://example.com/menu/-aaa

¢ http://example.com/menu/-aaa'%2520AND%25203*2*1=6%2520AND%2520'000jTNO'="000j TNO
e http://example.com/menu/-chart

e  http://example.com/menu/-comissioner

e  http://example.com/menu/-councile

¢ http://example.com/menu/-mayorcontact

¢ http://example.com/menu/-ms

¢ http://example.com/menu/-propertytaxcalculator
¢ http://example.com/menu/-testreddy

e http://example.com/menu/-ttt

e http://fexample.com/menu/-urb

e http://example.com/menu/Governmentinitiatives

e http://fexample.com/menu/admin/budgets/21.pdf
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e http://example.com/menu/admin/budgets/EOI%20for%20DPR%200f%20Slaughter%20House.pdf
e http://example.com/menu/admin/budgets/EOI 2.PDF

e http://example.com/menu/admin/tenders/EOI_Busbay_11.05.2018.pdf
e http://example.com/menu/budgets

e http://example.com/menu/fonts/glyphicons-halflings-regular.woff
e http://example.com/menu/gallery

e http://example.com/menu/index

e http://example.com/menu/index.php

e http://example.com/menu/tenders

e http://example.com/menu/videos

e http://example.com/save_comp.php

e http://example.com/select_page.php

¢ http://example.com/services_disable.php

e http://example.com/sites/001/a123

e http://example.com/sites/001/ab1234567890

¢ http://example.com/sites/001/about-sircilla

e  http://example.com/sites/001/about-us

e  http://example.com/sites/001/accessibility

e http://example.com/sites/001/adilabad-municipality

e http://example.com/sites/001/adilabad-municipality1536662934
¢ http://example.com/sites/001/advertisement-tax

e http://example.com/sites/001/annual-audit-account

e http://example.com/sites/001/b123

e http://example.com/sites/001/basic-information

¢ http://example.com/sites/001/beneficiaries-detail

¢ http://example.com/sites/001/beneficiaries-list

¢ http://example.com/sites/001/budgets

e http://example.com/sites/001/building-permission

¢ http://example.com/sites/001/category-posts/001/

e http://example.com/sites/001/category-posts/Slider

e http://example.com/sites/001/category-posts/Slider%20images
e http://example.com/sites/001/chairman-contact

e http://example.com/sites/001/commissioner-contact
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http://municipalservices.in/sites/001/b123
http://municipalservices.in/sites/001/basic-information
http://municipalservices.in/sites/001/beneficiaries-detail
http://municipalservices.in/sites/001/beneficiaries-list
http://municipalservices.in/sites/001/budgets
http://municipalservices.in/sites/001/building-permission
http://municipalservices.in/sites/001/category-posts/001/
http://municipalservices.in/sites/001/category-posts/Slider
http://municipalservices.in/sites/001/category-posts/Slider%20images
http://municipalservices.in/sites/001/chairman-contact
http://municipalservices.in/sites/001/commissioner-contact

e http://example.com/sites/001/contact-us

e http://example.com/sites/001/copyright-policy

e http://example.com/sites/001/council

e http://example.com/sites/001/demand-collection-de

e http://example.com/sites/001/details-of-assigned-

e http://example.com/sites/001/details-of-grants-re

e  http://example.com/sites/001/details-of-plan-and-

e http://example.com/sites/001/details-of-taxes-and

e http://example.com/sites/001/directory-of-staff

e http://example.com/sites/001/disclaimer

¢ http://example.com/sites/001/district-web-directory

¢ http://example.com/sites/001/engineering-section

¢ http://example.com/sites/001/engineering-section1531283450
¢ http://example.com/sites/001/engineering-services

e http://example.com/sites/001/engineering-staff

e http://example.com/sites/001/fdfds

e  http://example.com/sites/001/feedback

e http://example.com/sites/001/financial-statements

e http://example.com/sites/001/general-administration

e http://example.com/sites/001/grievance-redressal

¢ http://example.com/sites/001/health-related-services

e http://example.com/sites/001/health-section

e http://example.com/sites/001/health-section1531283132
e http://example.com/sites/001/health-section1536726099
e http://example.com/sites/001/help

¢ http://example.com/sites/001/home-page

e http://example.com/sites/001/hyperlinking-policy

¢  http://example.com/sites/001/income-expenditure-details
¢ http://example.com/sites/001/income-generated-for

e  http://example.com/sites/001/kk

e http://example.com/sites/001/latest-digitised-records

e  http://example.com/sites/001/list-of-defaulters-f

e http://example.com/sites/001/list-of-layout-open-spaces

40



http://municipalservices.in/sites/001/contact-us
http://municipalservices.in/sites/001/copyright-policy
http://municipalservices.in/sites/001/council
http://municipalservices.in/sites/001/demand-collection-de
http://municipalservices.in/sites/001/details-of-assigned-
http://municipalservices.in/sites/001/details-of-grants-re
http://municipalservices.in/sites/001/details-of-plan-and-
http://municipalservices.in/sites/001/details-of-taxes-and
http://municipalservices.in/sites/001/directory-of-staff
http://municipalservices.in/sites/001/disclaimer
http://municipalservices.in/sites/001/district-web-directory
http://municipalservices.in/sites/001/engineering-section
http://municipalservices.in/sites/001/engineering-section1531283450
http://municipalservices.in/sites/001/engineering-services
http://municipalservices.in/sites/001/engineering-staff
http://municipalservices.in/sites/001/fdfds
http://municipalservices.in/sites/001/feedback
http://municipalservices.in/sites/001/financial-statements
http://municipalservices.in/sites/001/general-administration
http://municipalservices.in/sites/001/grievance-redressal
http://municipalservices.in/sites/001/health-related-services
http://municipalservices.in/sites/001/health-section
http://municipalservices.in/sites/001/health-section1531283132
http://municipalservices.in/sites/001/health-section1536726099
http://municipalservices.in/sites/001/help
http://municipalservices.in/sites/001/home-page
http://municipalservices.in/sites/001/hyperlinking-policy
http://municipalservices.in/sites/001/income-expenditure-details
http://municipalservices.in/sites/001/income-generated-for
http://municipalservices.in/sites/001/kk
http://municipalservices.in/sites/001/latest-digitised-records
http://municipalservices.in/sites/001/list-of-defaulters-f
http://municipalservices.in/sites/001/list-of-layout-open-spaces

41

http://fexample.com/sites/001/mandatory-documents
http://fexample.com/sites/001/mandatory-documents1532321957
http://fexample.com/sites/001/master-plan-details
http://fexample.com/sites/001/municipal-assets
http://fexample.com/sites/001/mutations
http://example.com/sites/001/ram
http://example.com/sites/001/related-links
http://fexample.com/sites/001/related-links1531285487
http://fexample.com/sites/001/renewal-of-tradelicense
http://example.com/sites/001/revenue-section
http://example.com/sites/001/revenue-section1531283934
http://example.com/sites/001/road-cutting-permission
http://example.com/sites/001/rti-act-2005-telugu
http://example.com/sites/001/rti-brief
http://example.com/sites/001/rti-contacts
http://example.com/sites/001/sanitation
http://example.com/sites/001/sanitation-status-as
http://example.com/sites/001/screen-reader

http://example.com/sites/001/screen-reader-access
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o http://example.com/sites/001/socio-economic-activities

e http://example.com/sites/001/speech-recognition-support

o http://example.com/sites/001/srinivas1234

e http://example.com/sites/001/staff-login

o http://example.com/sites/001/state-web-directory

e http://example.com/sites/001/subsidy-programmes

e http://example.com/sites/001/swacch-survekshan

o http://example.com/sites/001/terms-conditions

e http://example.com/sites/001/terms-of-use

o http://example.com/sites/001/test

e http://example.com/sites/001/test1549020749

o http://example.com/sites/001/town-planning-sectio1531284745

o http://example.com/sites/001/town-planning-section

e http://example.com/sites/001/town-planning-staff

e http://example.com/sites/001/urban-community-deve1531282812
e http://example.com/sites/001/urban-community-development

e http://example.com/sites/001/urban-poverty

e http://example.com/sites/001/vacant-land-tax

o http://example.com/sites/001/viewing-information-in-various-file-formats

o http://example.com/sites/001/water-tap-connection

4.2 Appendix B: OWASP Top 10 Web Application Vulnerabilities
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A2-Broken
Authentication

A4-XML External
Entities (XXE)

Application functions related to authentication and session management are often not

implemented correctly, allowing attackers to compromise passwords, keys, or session
tokens, or to exploit other implementation flaws to assume other users’ identities.

Many older or poorly configured XML processors evaluate external entity references within
XML documents. External entities can be used to disclose internal files using the file URI
handler, internal SMB file shares on unpatched Windows servers, internal port scanning,

remote code execution, and denial of service attacks, such as the Billion Laughs attack.

AB-Security

Misconfiguration

A8-Insecure

Deserialization
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Good security requires having a secure configuration defined and deployed for the
application, frameworks, application server, web server, database server, and platform.
Secure settings should be defined, implemented, and maintained, as defaults are often
insecure. Additionally, software should be kept up to date.

A direct object reference occurs when a developer exposes a reference to an internal

implementation object, such as a file, directory, or database key. Without an access control

check or other protection, attackers can manipulate these references to access unauthorized

data.




44

A10-Insufficient

Logging &
Monitoring

Insufficient logging and monitoring, coupled with missing or ineffective integration with
incident response allows attackers to further attack systems, maintain persistence, pivot to
more systems, and tamper, extract or destroy data. Most breach studies show time to detect
a breach is over 200 days, typically detected by external parties rather than internal

processes or monitoring.




